
POLYNOMIAL AND NORMAL BASESFOR FINITE FIELDSJoa
him von zur Gathen and Mi
hael Nö
ker10th August 2003Abstra
t. We dis
uss two di�erent ways to speed up exponentiation innon-prime �nite �elds: on the one hand, redu
tion of the total numberof operations, and on the other hand, fast 
omputation of a single op-eration. Two data stru
tures are parti
ularly useful: sparse irredu
iblepolynomials and normal bases. We report on implementation results forour methods.Keywords. exponentiation, �nite �elds, normal basis, polynomial basis,Gauss period 1. Introdu
tionThis paper deals with fast exponentiation in �nite �elds Fqn , whi
h is a funda-mental operation in several 
ryptosystems (e.g., Di�e & Hellman 1976, ElGa-mal 1985). There are two di�erent ways to speed up exponentiation: redu
ingthe number of operations in Fqn , or improving ea
h single operation. There isa parti
ularly attra
tive data stru
ture for �nite �elds, namely normal bases,whi
h gives us qth powers essentially for free. The task then is to redu
e thenumber and 
ost of (other) multipli
ations.Our goal is to 
ompare two well-known representations of Fqn : polynomialand normal bases. In Se
tion 2, we study three approa
hes using a polyno-mial basis. Namely we dis
uss two types of sparse polynomials: sedimentarypolynomials, whi
h have all nonzero terms at low degrees, ex
ept the leadingone, and the usual sparse polynomials with as few nonzero terms as possible,mainly trinomials. A third method uses the polynomial representation of theFrobenius automorphism introdu
ed by von zur Gathen & Shoup (1992) andmodular 
omposition. In Se
tion 3 we 
ompare 
lassi
al arithmeti
 for normalbases with the work of Gao et al. (2000) whi
h 
onne
ts normal bases and fastpolynomial arithmeti
 using Gauÿ periods. The theoreti
al estimates for thebetter ones of these methods are too 
lose to ea
h other to distinguish betweenthem. Therefore we ran a substantial series of experiments, reported in Se
-tion 4. Two 
hampions emerge: sparse irredu
ible polynomials, in parti
ular
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2 von zur Gathen & Nö
kertrinomials, for the polynomial representation and, when available, normal basesgenerated by Gauÿ periods of type (n; 1).2. Polynomial basisLet q; n 2 N�2 with q a prime power, and Fqn the �nite �eld with qn elements.Regarding Fqn as a ve
tor spa
e of dimension n over Fq , we 
onsider two di�er-ent types of bases in this and the next se
tion: polynomial and normal bases.Let f 2 Fq [x℄ be an irredu
ible polynomial of degree n. Then we haveFqn �= Fq [x℄=(f), and ((1 mod f); (x mod f); : : : ; (xn�1 mod f)) is the 
anon-i
al polynomial basis. The 
anoni
al representative of � 2 Fqn is the uniquepolynomial g 2 Fq [x℄ of degree less than n su
h that (g mod f) = �. We
all a fun
tion M : N>0 ! R>0 a multipli
ation time for Fq [x℄ if polynomialsin Fq [x℄ of degree less than n 
an be multiplied using at most M(n) opera-tions in Fq . Classi
al polynomial multipli
ation yields M(n) � 2n2. We 
an
hoose M(n) 2 O(n logn loglogn) a

ording to S
hönhage & Strassen (1971)and S
hönhage (1977). Detailed presentations 
an be found in Aho et al. (1974),Se
tion 8.3, and in von zur Gathen & Gerhard (2003), Chapter 9. Implementa-tions are dis
ussed in von zur Gathen & Gerhard (2002); the 
rossover between
lassi
al and Karatsuba multipli
ation is at degree 576 for that implementa-tion. Allowing O(M(n)) pre
omputation depending only on f , two elementsof Fqn 
an be multiplied with at most 3M(n) + O(n) operations in Fq : Usingan appropriate addition 
hain for exponentiation (Brauer (1939); see Knuth(1998), Se
tion 4.6.3) we get the following result.Fa
t 2.1. Let e 2 N>0 with 2 � e < qn and Fqn be represented by a polynomialbasis. An element of Fqn 
an be raised to the eth power with 3nM(n) log q +O(n2 log q) � O(n2 logn loglogn log q) operations in Fq .Using modular 
omposition à la Brent & Kung (1978) and the polynomialrepresentation of the Frobenius automorphism from von zur Gathen & Shoup(1992), Gao et al. (2000) present an algorithm whi
h uses O(n2 loglogn) oper-ations in Fq .Sparse modulus. We 
onsider two kinds of sparse polynomials. An s-sparsepolynomial f in the usual sense is of the form f = P1�i�s fixei with all fi 2Fq nf0g and ei 2 N�0 , and we want the number s of nonzero terms to be small.The minimal sparseness of irredu
ible polynomials of this kind is�q(n) = min�s 2 N>0 : there exists an s-sparse irredu
ible polynomialin Fq [x℄ of degree n � :



Polynomial and normal bases for �nite �elds 3A spe
ial type of sparse polynomials is of the form f = xn + h 2 Fq [x℄ witht = deg h � n small. All the �relevant material� of f sits at the bottom, andwe 
all f a t-sedimentary polynomial. For n 2 N>0 and a prime power q � 2,we de�ne �q(n) = minfdeg h : xn + h 2 Fq [x℄ is irredu
ibleg:Obviously �q(n) � 2 � �q(n) � n � 1, sin
e sedimentarity is a spe
ial 
ase ofsparseness with s � t+ 2.Sparse polynomials. We �rst dis
uss arithmeti
 in Fq [x℄=(f) for a sparsepolynomial f . The following algorithm (whi
h a
tually works over any 
ommu-tative ring R) 
omputes the quotient u and remainder v of a polynomial g ondivision by a moni
 sparse polynomial f . The idea is based on the observationthat the top part of u, 
alled u1, equals the top part of g. Furthermore thebottom part u0 of u equals the top part of g � u1fxk�n for a suitable k � n;this yields a re
ursive approa
h.Algorithm 2.2. Sparse division.Input: An integer n 2 N>0 , a polynomial g 2 R[x℄ of degree m, and f =P1�i�s fixei , where 0 = e1 < � � � < es = n and f1; : : : ; fs 2 R withs � 2 and fs = 1, and R is a 
ommutative ring.Output: Uniquely determined polynomials u; v 2 R[x℄ su
h that deg v < n andg = u � f + v.1. If m < n then2. set (u; v) (0; g). Return (u; v).3. Set k = maxfn;m � (n � es�1) + 1g � n. Write g = u1xk + w withu1; w 2 Fq [x℄ and degw < k.4. Compute g1  w � u1 � (f � xn)xk�n.5. Call the algorithm re
ursively with input n, g1 and f to re
eive (u0; v).6. Set u u1xk�n + u0.7. Return (u; v).Theorem 2.3. Algorithm 2.2 works 
orre
tly. Division with remainder of apolynomial of degree m by an s-sparse moni
 polynomial of degree n 
an beexe
uted using at most 2(s� 1)(m� n+ 1) operations in R (if m + 1 � n).Proof. We prove 
orre
tness by indu
tion on m, and thus assume that thealgorithm works 
orre
tly if the dividend has degree less than m. We alwayshave 0 = e1 � es�1 < es = n. Furthermore in Step 3 we are working on the 
ase



4 von zur Gathen & Nö
kerthat n � m. We �nd that k = maxfn;m� (n� es�1) + 1g � maxfn;mg � mand thus n � k � m. By the indu
tion hypothesis we getuf + v 6:= (u1xk�n + u0)f + v = u1fxk�n + (u0f + v)5:= u1fxk�n + g1 4:= u1fxk�n + w � u1(f � xn)xk�n= w + u1xk + (u1fxk�n � u1fxk�n) 3:= g:Sin
e deg v < n, this shows partial 
orre
tness. In order to prove termination,we show that the degree of g1 is less than deg g = m. Sin
e degw < k anddeg u1 = deg g � deg(xk) = m� k � 0;we havedeg g1 � maxfdegw; deg(u1 � (f � xn)xk�n)g� maxfk � 1; m� k + es�1 + k � ng= maxfmaxfn;m� (n� es�1) + 1g � 1; m� (n� es�1)g= maxfn;m� (n� es�1) + 1g � 1 = k � 1 < m;and the algorithm terminates.Now we turn to the 
ost estimate. The polynomials u1 and w 
an begenerated in Step 3 from g without operations in Fq . The 
ost to 
omputeg1 is given by subtra
ting the polynomial f � xn = P1�i�s fixei � fsxes =P1�i<s u1fixei+(k�n) from w in Step 4. For ea
h 1 � i < s we 
an 
omputeu1fixei+(k�n) with at most 1 + deg u1 = 1 +m � k s
alar multipli
ations, andsubtra
t it as required with m � k + 1 subtra
tions, so that we have a totalof 2(s � 1)(m � k + 1) operations in Fq . Sin
e g1 = u0 � f + v and hen
edeg u0 = deg g1 � deg f � k � 1 � n < k � n, no more operations in Fq areneeded to 
ompute u.If T (m) denotes the number of operations in Fq to 
ompute (u; v) for g ofdegree m, then we have T (m) = 0 if m < n and T (m) � 2(s � 1)(m � k +1) + T (k � 1) sin
e deg g1 � k � 1. A re
ursive 
all of Algorithm 2.2 in Step 5redu
es the remaining problem size by m� k+1, namely from m to k� 1. Forthe last 
all we have k = n. We have a total of S = dm�n+1n�es�1 e 
alls. All but thelast 
all are performed with 2(s� 1)(n� es�1) operations. The last 
all 
auses2(s� 1)(m� n+ 1� (S � 1) � (n� es�1 +1)) operations. This yields a total ofT (m) � (S � 1) � 2(s� 1)(n� es�1)+2(s� 1)(m� n+ 1)� (S � 1) � 2(s� 1)(n� es�1)= 2(s� 1)(m� n+ 1)



Polynomial and normal bases for �nite �elds 5operations as 
laimed. �The 
ost estimate generalizes in a natural way the 
ost of 2n(m � n + 1) fordivision with remainder of (dense) polynomials of degrees m � n with moni
divisor (see von zur Gathen & Gerhard (2003), Se
tion 2.4).Corollary 2.4. Let s = �q(n). ThenÆ two elements in Fqn 
an be multiplied with at mostM(n) + 2(s� 1)(n� 1)operations in Fq ,Æ an element 
an be raised to the qth power with at most2(s� 1)(n� 1) or with 2M(n) log2 q + 4(s� 1)(n� 1) log2 qoperations in Fq .Proof. The �rst 
laim follows from Theorem 2.3 by noting that the produ
tof two representatives has degree m � 2(n� 1), so that2(s� 1)(m� n + 1) � 2(s� 1)(2n� 2� n + 1) = 2(s� 1)(n� 1):There are two possibilities to evaluate a qth power. One may pro�t from theobservation that the qth power of g = P0�i<n gixi is just gq = P0�i<n gixiqwith deg(gq) = m � q(n� 1). This 
an be evaluated without operations in Fq .A �nal division with remainder yields the �rst estimate. Repeated squaring forthe qth power yields the se
ond estimate. �In the 
ase q = 2 squaring 
an be done with 
ost at most 2(n � 1)(s � 1).We worked out a table of irredu
ible trinomials. For 5146 values of n in therange 2 � n < 10000 there exists an irredu
ible trinomial of degree n in F2 [x℄,see also Zierler & Brillhart (1968). For the remaining 4852 values, there existirredu
ible pentanomials. Swan (1962) dis
usses the number of irredu
iblefa
tors for trinomials in F2 [x℄, and shows that �2(n) � 5 when n is a positiveinteger multiple of 8.The fa
torization of trinomials over F2 is also dis
ussed in Golomb (1967),Chapter 5. Further tables of irredu
ible trinomials in F2 [x℄ are given in Zierler& Brillhart (1969), Zierler (1970) and Fredri
ksen & Wisniewski (1981), andsome of large degree in Brent et al. (2002). See Loidreau (2000) and von zurGathen (2003) for trinomials over F3 . Interestingly, in the experiments of thelatter paper trinomials turned out to be irredu
ible slightly more often thangeneral polynomials. These 
omputations motivate the following 
onje
ture.



6 von zur Gathen & Nö
kerConje
ture 2.5. For all n; q 2 N�2 with q a prime power, we have �q(n) � 5.If q � 3, then �q(n) � 4.We have �3(n) = 4 for the six values 49, 57, 65, 68, 75, and 98 of n � 100. Asummary on results dis
ussing the 
omplete fa
torization of sparse polynomialsover a prime �eld Fp is given in the book of Shparlinski (1999), Se
tions 3.2and 3.3.Corollary 2.6. Let F2n be de�ned by an s-sparse polynomial f with �2(n)nonzero entries. If Conje
ture 2.5 is true, then two elements in F2n 
an bemultiplied with at most M(n) + 8n� 8 operations in F2 . Squaring 
an be donewith 8n� 8 operations in F2 . A power of an element in F2n 
an be 
omputedwith at most (M(n) + 8n� 8) nlogn(1 + o(1)) + 8n2 � 8noperations in F2 .Corollary 2.7. Assume that Conje
ture 2.5 is true and thatM(n) 2 
(n logn).Then an element of F2n 
an be raised to a power withO(M(n) nlogn) � O(n2 loglogn)operations in F2 .Sedimentary polynomials. Coppersmith's (1984) algorithm for solving thedis
rete logarithm problem in 
hara
teristi
 2 uses t-sedimentary polynomials.His idea and further improvements of it are also dis
ussed in Odlyzko (1985). Heremarks on the existen
e of su
h polynomials: �Choose a primitive polynomialP (x) of degree n, su
h that P (x) = xn + Q(x), where the degree of Q(x) issmaller than n2=3. (This should be possible; heuristi
ally, for a given n, weexpe
t the best possible Q(x) to have degree about log2 n.)�. This des
ribesa t-sedimentary polynomial f = xn + h with t = deg h � n. Sedimentarityis a spe
ial 
ase of sparseness with s � t + 2. A fra
tion of about 1=n ofall polynomials of degree n is irredu
ible; more detailed bounds are given inHardy & Wright (1985), �22.10. Thus heuristi
ally one might hope for �q(n) =minfdeg h : xn + h 2 Fq [x℄ is irredu
ibleg to be roughly logq n, sin
e there areabout n polynomials with degree up to logq n. Indeed, we found �2(n) � 2 +dlog2 ne � n for all tested n (see Table 2.4, 
olumn 5 and Table 4.3, 
olumn 7).Gordon & M
Curley (1992) found �2(n) � 11 for all n � 600. The experimentsof Gao & Panario (1997) and Gao et al. (1999) showed �2(n) � 3 + log2 n forq = 2 and all n < 2000. Our own 
al
ulations validate this bound on �2(n) forall n � 5000. The following 
onje
ture is motivated by these experiments andTables 2.1 and 2.2.



Polynomial and normal bases for �nite �elds 7degree polynomial ring Fq [x℄n F2 F3 F5 F71 x+ 1 x+ 1 x+ 1 x+ 12 x2 + x+ 1 x2 + 1 x2 + 2 x2 + 13 x3 + x+ 1 x3 + 2x+ 1 x3 + x+ 1 x3 + 24 x4 + x+ 1 x4 + x+ 2 x4 + 2 x4 + x+ 15 x5 + x2 + 1 x5 + 2x+ 1 x5 + 4x+ 1 x5 + x+ 36 x6 + x+ 1 x6 + x+ 2 x6 + x+ 2 x6 + 27 x7 + x+ 1 x7 + x2 + 2 x7 + x+ 1 x7 + 6x+ 18 x8 + x4 + x3 + x+ 1 x8 + x2 + 2 x8 + 2 x8 + x+ 39 x9 + x+ 1 x9 + 2x3 + x2 + 1 x9 + x2 + 2x+ 3 x9 + 210 x10 + x3 + 1 x10 + 2x2 + 1 x10 + x2 + x+ 3 x10 + 2x+ 3Table 2.1: Irredu
ible sedimentary polynomials of degree n over prime �eldsFq . The sediment h = f � xn has degree �q(n).degree polynomial ring Fq [x℄ with 
omposite qn F4 = F2 [y℄=(y2 + y + 1) F8 = F2 [y℄=(y3 + y + 1) F9 = F3 [y℄=(y2 + 1)1 x+ 1 x+ 1 x+ 12 x2 + x+ a x2 + x+ 1 x2 + (1 + a)3 x3 + a x3 + x+ a x3 + x+ a4 x4 + x2 + ax+ 1 x4 + x+ 1 x4 + (1 + a)5 x5 + x+ a x5 + x2 + 1 x5 + x+ (1 + a)6 x6 + x2 + x+ a x6 + x+ a x6 + x2 + (1 + a)7 x7 + x+ 1 x7 + a x7 + x+ (1 + a)8 x8 + x3 + x+ a x8 + x3 + ax+ (1 + a) x8 + (1 + a)9 x9 + a x9 + x+ 1 + a x9 + x2 + a10 x10 + x3 + ax2 + (1 + a) x10 + x2 + ax+ 1 x10 + x+ (2 + a)Table 2.2: Irredu
ible sedimentary polynomials of degree n over �nite �elds Fq .The sediment h = f�xn has degree �q(n). We adjoin a root a of an irredu
iblepolynomial over the prime �eld of Fq to 
onstru
t Fq . The 
hosen modulus isgiven in row 2.Conje
ture 2.8. For all n; q 2 N>0 , with q � 2 a prime power, we have�q(n) � 3 + logq n.We have 
hosen the numeri
al parameters in our 
onje
tures about sparse andsedimentary polynomials in the strongest form 
ompatible with our experi-mental results, thus fa
ilitating their refutation�if in
orre
t. For pra
ti
alpurposes, it is quite su�
ient for the 
onje
tures to hold for �most� degrees, orwith one more term in the irredu
ible polynomials.



8 von zur Gathen & Nö
kerWe rewrite the results of the previous paragraph for sedimentary polyno-mials f = xn + h 2 Fq [x℄ with h 6= 0 and t = deg h < n. This spe
ial kindof sparseness yields s � t + 2 and es�1 = t. Algorithm 2.2 works well in the
ase of t-sedimentary polynomials. We 
an apply polynomial multipli
ation inStep 4 of Algorithm 2.2 to 
ompute g1. This yields the following result.Theorem 2.9. Let f; g 2 Fq [x℄ with deg g = m and f = xn+ h a sedimentarypolynomial with 0 � t = deg h � (n � 1)=2. Division with remainder of gby f 
an be performed with at most (m�n+1t+1 + 1)M(t + 1) + 2(m � n + 1) + toperations in Fq .Proof. We substitute Step 3 in Algorithm 2.2 by3'. Set k = maxfn;m� tg � n. Write g = u1xk + w with u1; w 2 Fq [x℄ anddegw < k.By assumption we have n� es�1 � 1 = n � t � 1 � n� n�12 � 1 = n�12 whi
hyields 
orre
tness for this modi�ed 
hoi
e of k. The 
ost is determined by the
omputation of g1 = w � u1 � (f � xn)xk�n in Step 4 of Algorithm 2.2. Nowf�xn = h is a polynomial of degree t and u1 has degreem�k. If k = m�t thendeg u1 = t. Else we have k = n � m� t and m�k = m�n � m� (m� t) = t.In both 
ases u1 � h 
an be evaluated with at most M(t + 1) operations inFq in Step 4. The result polynomial has at most t +m � k + 1 many nonzero
oe�
ients. It 
an be subtra
ted from w with at most this number of operationsin Fq .Let T (m) denote the number of operations to 
ompute (u; v) with Algo-rithm 2.2. Then T (m) = 0 if m < n. Else the problem size for the re
ursive
all is the degree of g1. Ifm�t � n then deg g1 = maxfdegw; deg u1h+k�ng �maxfm � (t + 1); 2t + m � t � ng = m � (t + 1) sin
e 2t � n � 1 byassumption. Thus after a re
ursive 
all the problem size is de
reased byt + 1. Let S be the number of re
ursive 
alls until the algorithm stops. Thenm�S �(t+1) � n�1 < m�(S�1)�(t+1) whi
h yields S � dm�n+1t+1 e. For S�1
alls we have k = m�t and thus t+m�k+1 = 2t+1 operations in Fq in Step 4.For the �nal 
all we have k = n and deg u1 = m� (S�1)(t+1)�n with m theinput degree of the original 
all. Then Step 4 
auses t+(m�(S�1)(t+1)�n)+1



Polynomial and normal bases for �nite �elds 9operations in Fq . Thus we have a total ofT (m) � S �M(t+ 1) + (S � 1) � (2t+ 1) +m� n + 1� (S � 1)(t+ 1) + t= S �M(t+ 1) +m� n+ 1 + t � (S � 1) + t� �m� n+ 1t+ 1 � �M(t+ 1) +m� n+ 1 + t � m� n + 1t + 1 + t� �m� n+ 1t+ 1 � �M(t+ 1) + 2(m� n + 1) + toperations in Fq as 
laimed. �The qth power gq of a polynomial g 2 Fq [x℄ with deg g � n� 1 has degreeat most m = q(n � 1) and is 
omputed without arithmeti
 operations. Usingthis to exponentiate in Fqn , we have the following analog of Corollary 2.4.Corollary 2.10. Let f = xn + h 2 Fq [x℄ be irredu
ible of degree n, andt = deg h � (n� 1)=2. Then two elements in Fq [x℄=(f) 
an be multiplied withat most M(n) + �n� 1t + 1 + 1� �M(t+ 1) + 2(n� 1) + toperations in Fq , and an element 
an be raised to the qth power with at most�(q � 1)(n� 1)t+ 1 + 1�M(t+ 1) + 2(q � 1)(n� 1) + toperations in Fq .Finally we formulate this result for the 
ase q = 2. We assume fast multi-pli
ation with M(t + 1) 2 O(t log t loglog t) for the asymptoti
 estimate. Forimplementations the sedimentary part h is of very small degree 
ompared todeg f = xn + h, and then 
lassi
al multipli
ation with M(t + 1) = 2(t + 1)2would be used.Corollary 2.11. Let F2n be de�ned by a sedimentary polynomial f = xn+hwith deg h = �2(n), and assume Conje
ture 2.8 to be true.Æ Two elements in F2n 
an be multiplied with at mostM(n)+O( nlognM(logn)) 2O(n logn loglogn) operations in F2 .Æ Squaring 
an be done with O( nlognM(logn)) 2 O(n loglogn logloglogn)operations in F2 .



10 von zur Gathen & Nö
kerÆ A power of an element in F2n 
an be 
omputed with at mostM(n) nlogn(1 + o(1)) +O( n2lognM(logn)) 2 O(n2 loglogn logloglogn)operations in F2 .Experimental results. We have implemented in C++ some exponentiationalgorithms over F2n , using the software library BiPolAr written by JürgenGerhard for fast polynomial arithmeti
 over F2 ; for details see von zur Gathen& Gerhard (2003), Se
tion 9.7. Three di�erent polynomial multipli
ation al-gorithms are available: 
lassi
al multipli
ation with M(n) 2 O(n2) is used forn < 576. The sub-quadrati
 algorithm of Karatsuba�des
ribed in Karatsuba& Ofman (1962)�with M(n) 2 O(nlog2 3) is applied for 576 � n < 35840.For larger n the library 
hooses a fast multipli
ation routine based on Cantor(1989) whi
h is nearly linear: M(n) 2 O(n(logn)2).The library also 
ontains an implementation of the modular 
ompositionalgorithm of Brent & Kung (1978), using 
lassi
al matrix multipli
ation. Thesedimentary division with remainder has been implemented by Olaf Müller forq = 2; we added division by trinomials to the arithmeti
 pa
kage of BiPolAr.These spe
ial versions are signi�
antly faster than the implementation for gen-eral divisors in our range of inputs as do
umented in Table 2.3. We did notexperiment with pentanomials.Table 2.4 shows experimental results on a SUN Spar
 ULTRA-IIi rated at269.5 MHz for the three algorithms dis
ussed for Fq [x℄=(f) in this se
tion. We
hoose trinomials as well as sedimentary polynomials for the implementations ofAlgorithm 2.2. We use a �rst test Series Linear with n � 200i and 1 � i � 50.This in
ludes the range for 
ryptographi
 appli
ations nowadays. Ea
h entryis the average for 100 pairs of base and exponent 
hosen at random. Theirredu
ible polynomials de�ning F2n are 
hosen at random for the 
olumnslabeled Fa
t 2.1 and �polynomial representation of the Frobenius�, whi
h wenow 
all the Frobenius method for short.For random f we have a dominant term of at most 3nM(n) in Fa
t 2.1and of O(M(n) nlogn) in the Frobenius method. Indeed, the advantage of theFrobenius method is shown in the 
omparison of 
olumns 2 and 3 in Table 2.4.The implementation of the Frobenius method is superior by a fa
tor of roughly110 log2 n 
ompared to straightforward exponentiation with Brauer's addition
hain. For sedimentary polynomials and trinomials of degree n < 10000, thedominating 
ost is M(n) nlog n by Corollary 2.11 and Corollary 2.6, respe
tively,sin
e M(n) 2 O(nlog2 3). This is asymptoti
ally the same as for modular 
om-position. Indeed, 
olumn 3 grows asymptoti
ally at the same rate as 
olumns
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ation & squaring in F2 [x℄=(f)random f sedimentary f random f sedimentary fn mult. square mult. square n mult. square mult. square209 0.1 0.1 0.1 0.0 5199 13.9 9.1 5.5 0.3398 0.3 0.2 0.1 0.0 5399 14.6 9.7 5.7 0.3606 0.5 0.3 0.3 0.0 5598 15.1 9.8 5.9 0.3803 0.7 0.4 0.4 0.1 5812 15.8 10.5 6.2 0.31018 0.9 0.7 0.4 0.1 6005 16.3 11.0 6.3 0.41199 1.4 0.9 0.6 0.1 6202 17.1 11.0 6.6 0.31401 1.7 1.2 0.7 0.1 6396 18.0 12.0 6.9 0.31601 2.1 1.4 0.9 0.1 6614 18.5 12.3 7.2 0.41791 2.5 1.7 1.0 0.1 6802 19.1 11.9 7.5 0.41996 3.0 2.2 1.1 0.1 7005 19.5 12.9 7.6 0.42212 3.8 2.6 1.5 0.2 7205 20.2 13.4 8.0 0.62406 4.4 3.0 1.7 0.2 7410 20.7 13.9 8.0 0.42613 5.1 3.5 1.9 0.2 7602 21.2 14.1 8.2 0.42802 5.6 4.0 2.0 0.2 7803 21.5 14.4 8.3 0.53005 6.3 4.5 2.2 0.2 8003 22.0 14.7 8.6 0.73202 7.1 5.1 2.5 0.2 8218 23.9 15.9 9.1 0.43401 7.8 5.7 2.7 0.3 8411 29.5 17.8 10.4 0.53603 8.6 6.4 2.7 0.2 8601 30.1 20.1 11.2 0.53802 9.3 7.0 2.8 0.2 8802 32.0 21.5 12.2 0.64002 10.1 7.8 3.0 0.3 9006 33.3 22.3 12.5 0.54211 9.2 6.1 3.6 0.3 9202 34.6 23.2 12.8 0.54401 10.4 7.0 4.1 0.3 9396 36.6 24.0 13.6 0.54602 11.3 7.6 4.4 0.3 9603 37.8 24.9 15.5 0.94806 13.0 9.1 5.0 0.3 9802 39.0 26.0 15.2 0.75002 12.9 8.6 5.2 0.3 9998 39.8 25.9 14.9 0.5Table 2.3: Multipli
ation and squaring in F2 [x℄=(f) for dense and sparse f .The running time (in CPU millise
onds on a SUN Spar
 ULTRA-IIi) is theaverage of 1000 experiments for ea
h value of n.4 and 7, but with a fa
tor of about 10 for sedimentary polynomials and about11 for trinomials, respe
tively. This 
onstant fa
tor makes sparse polynomialsthe 
lear winner.



12 von zur Gathen & Nö
kerpolynomial basis representationFa
t 2.1 poly. rep. Cor. 2.11 Cor. 2.6rand. f Frobenius f = xn + h f = xn + xk + 1n time time time deg h n time k209 0.02 0.03 0.01 5 209 0.01 6398 0.09 0.15 0.03 7 399 0.02 26606 0.25 0.37 0.07 9 606 0.06 165803 0.51 0.63 0.12 8 804 0.09 751018 0.91 1.01 0.15 10 1020 0.12 1351199 1.47 1.92 0.24 11 1199 0.21 1141401 2.18 2.62 0.33 11 1401 0.28 921601 3.16 3.57 0.51 11 1601 0.39 5481791 4.22 4.46 0.53 12 1791 0.46 1901996 5.64 5.60 0.62 9 1996 0.54 3072212 7.61 7.52 0.97 11 2212 0.78 4232406 9.62 9.25 1.17 8 2407 0.95 912613 11.88 11.39 1.28 11 2614 1.13 5532802 14.32 13.07 1.44 9 2801 1.29 2793005 17.28 16.10 1.65 9 3004 1.46 3513202 20.84 18.93 2.36 9 3201 1.71 6743401 24.48 22.17 2.40 11 3401 1.94 5313603 28.44 24.81 2.50 10 3604 2.09 6373802 33.01 28.06 2.57 13 3801 2.30 1124002 38.28 31.57 3.18 8 4001 2.45 1374211 38.17 40.23 3.47 12 4212 3.05 2434401 46.87 43.21 4.34 12 4401 3.89 3944602 52.36 46.88 4.72 14 4602 4.30 674806 59.14 52.50 5.76 12 4806 4.90 23495002 65.02 56.39 6.18 11 5001 5.27 6375199 70.37 64.00 6.36 12 5199 5.74 15465399 78.12 67.57 6.84 9 5399 6.24 4855598 81.96 71.43 7.26 9 5598 6.62 1015812 90.40 77.43 7.74 11 5812 7.17 295Table 2.4: Comparison of exponentiation for di�erent polynomial basis repre-sentations of F2n . The running time (in CPU se
onds on a SUN Spar
ULTRA-IIi) is the average of 100 experiments for ea
h value n. The 
hosen n (
olumn 6)for trinomials di�ers from the one in 
olumn 1 if no irredu
ible trinomial of de-gree n (
olumn 1) over F2 exists.



Polynomial and normal bases for �nite �elds 13polynomial basis representationFa
t 2.1 Frobenius Cor. 2.11 Cor. 2.6rand. f rand. f f = xn + h f = xn + xk + 1n time time time deg h n time k6005 138.35 84.11 8.20 12 6006 7.57 10256202 101.60 86.94 8.76 12 6202 8.00 8676396 109.68 92.88 9.39 12 6396 8.61 916614 116.60 98.53 9.77 12 6614 8.96 21056802 118.99 100.43 10.36 11 6801 9.52 1407005 129.63 106.28 10.95 13 7004 9.89 2917205 137.54 114.91 12.74 14 7204 10.43 16957410 147.29 120.37 12.02 10 7410 10.92 21797602 151.38 124.68 12.38 10 7602 11.53 5557803 158.21 129.90 13.36 12 7802 11.82 21038003 165.40 134.23 15.59 8 8004 12.44 30878218 180.72 152.07 14.69 12 8218 13.39 14438411 207.55 176.35 16.87 12 8412 15.33 10498601 228.47 190.43 18.30 7 8601 17.21 7348802 254.54 210.35 21.66 14 8802 18.30 21399006 270.58 222.12 21.79 9 9006 19.25 14779202 287.79 231.27 21.93 12 9202 20.04 2119396 309.67 252.12 23.33 13 9396 22.14 3699603 328.73 267.77 27.20 12 9601 26.15 9639802 348.95 275.81 28.06 12 9801 24.49 2849998 358.00 281.96 27.51 13 9998 24.82 4013Table 2.4: (
ontinued)3. Normal basis representationIf � 2 Fqn is su
h that its 
onjugates �; �q; �q2; : : : ; �qn�1 form a ve
tor spa
ebasis for Fqn over Fq , then � is normal over Fq , and N = (�0; : : : ; �n�1) is anormal basis. A normal basis exists for all �nite �elds (see Lidl & Niederreiter(1983), Theorem 2.35). There are di�erent ways to multiply in a normal basisrepresentation. The e�
ient ones only work for spe
ial 
hoi
es of �.Classi
al arithmeti
. Let N = (�; : : : ; �qn�1) be a normal basis of Fqnover Fq . Then any � 2 Fqn 
an be given by its normal basis representation
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ker� =P0�i<n bi�i, where b0; : : : ; bn�1 2 Fq . Let � : Fqn ! Fqn with �(�) = �q bethe Frobenius automorphism. It is a linear operator on Fqn as a Fq -ve
tor spa
e.We have �q = �(�) = �(P0�i<n bi�i) = P0�i<n bi�(�i) = P0�i<n bi�i+1 =P0�i<n bi�1�i, with index arithmeti
 modulo n. Hen
e raising to the qth poweris just a 
y
li
 shift of the 
oordinates and therefore essentially free. With anappropriate q-addition 
hain, a power in Fqn 
an be 
omputed with O(n= logq n)operations in Fqn (von zur Gathen 1991).Multipli
ation is more di�
ult and expensive. We de�ne a multipli
a-tion matrix TN = (ti;j)0�i;j<n su
h that �i�j = P0�h<n ti�h;h�j�h for all0 � i; j < n. Details of the 
orresponding Massey-Omura multiplier�designedfor hardware appli
ations�are given in Menezes et al. (1993), Chapter 5. We
all the number of nonzero entries in TN the density dN . Then two elements ofFqn 
an be multiplied with at most 2ndN multipli
ations in Fq .Obviously dN � n2. Mullin et al. (1989) prove 2n � 1 � dN as a lowerbound on dN . They 
all a normal basis N with dN = 2n� 1 optimal.Fa
t 3.1. Let Fqn be given by a normal basis representation. We 
an 
omputeany power in Fqn with 2dN n2log n(1+o(1)) 2 O(n4= logn) operations in Fq . If thenormal basis is optimal then we have at most 4 n3log n(1 + o(1)) operations in Fq .An optimal normal basis does not exist for all n and q, but seems to existfor a reasonably dense set of values of n, e.g., for 23% of all n � 1200 ifq = 2 (Mullin et al. 1989). The per
entage of �elds Fqn for whi
h optimalnormal bases do exist for some small primes q and n � 10000 is given below.Per
entage of �elds Fqn with n � 10000 for whi
hthere exists an optimal normal basis over Fqq 2 3 5 7 11 13 17 19% 17:07� 4:92 4:92 4:65 4:43 4:57 4:50 4:72�We have two di�erent types of optimal normal bases only for q = 2: the �rst one appearsin 4:70%, the se
ond one exists in 12:37% of the �eld extensions over F2 .Gauÿ periods.Definition 3.2. Let n; k 2 N�1 su
h that nk + 1 is prime. Let K � Z�nk+1 bethe unique subgroup of Z�nk+1 of order k, and let � be a primitive (nk + 1)stroot of unity in Fqnk . Then � =Pa2K �a is 
alled a Gauÿ period of type (n; k)over Fq .



Polynomial and normal bases for �nite �elds 15Fa
t 3.3 (Wassermann 1990, 1993). Let � be a Gauÿ period of type (n; k) andK the uniquely determined subgroup of Z�nk+1 of order k. Then � is normal inFqn if and only if q and K together generate Z�nk+1.Mullin et al. (1989) showed that Gauÿ periods of type (n; 1) and (n; 2) gener-ate optimal normal bases. Gao & Lenstra (1992) proved that the 
onstru
tionspresented by Mullin et al. (1989) 
over all optimal normal bases.Normal bases with fast polynomial multipli
ation. Gao et al. (2000)have 
ombined fast polynomial multipli
ation and normal bases if the normalelement � is generated by a Gauÿ period.Fa
t 3.4 (Gao et al. 2000). Let � 2 Fqn be a normal Gauÿ period of type(n; k). Then two elements in Fqn given in the normal basis representationgenerated by � 
an be multiplied with M(kn)+ (2k+1)n� 2 operations in Fq .Corollary 3.5. Let � 2 Fqn be a normal Gauÿ period of type (n; k) and Fqnbe represented in the normal basis N = (�; : : : ; �qn�1). We 
an 
ompute apower in Fqn with nlog n(M(kn)+(2k+1)n�2)(1+o(1)) 2 O(kn2 loglog(kn)(1+log k)) operations in Fq . If � is optimal, then we have O(n2 loglogn) operationsin Fq .Experiments. We 
on
entrate on F2n using BiPolAr again. We represent32 
oe�
ients in one ma
hine word when implementing the normal basis rep-resentation of F2n in C++. All experiments are 
on�ned to optimal normalbases.We implemented the 
lassi
al normal basis multipli
ation (Fa
t 3.1) usingthe multipli
ation matrix TN . Details on this Massey�Omura multiplier aregiven in the patent of Omura & Massey (1986). Our implementation pro�tsfrom the distribution of nonzero entries in TN in the 
ase k = 1. Thus themultipli
ation time is redu
ed to roughly 3=5 
ompared to the times for k = 2.For Gauÿ periods we have implemented the polynomial multipli
ation ofFa
t 3.4. The results are listed in Table 3.1. In 
olumns 4 and 8 of Table 3.1,we see that for neighboring values of n, k = 2 leads to a 
onstant fa
tor timesthe 
ost for k = 1. Sin
e n < 10000 the preferred multipli
ation algorithm is theone of Karatsuba. It has time M(n) = O(nlog2 3) whi
h yields M(2n) = 3M(n)in theory. Our implementation shows a fa
tor of 2:66 on average.We sele
t our n su
h that an optimal normal basis for F2n over F2 exists.Thus k 2 f1; 2g in 
olumns 2 and 6 of Table 3.1. We again 
hoose 100 valuesfor ea
h n at random in test Series Linear. It shows the same signi�
ant
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normal basis representationCor. 3.1 Cor. 3.5 Cor. 3.1 Cor. 3.5n k Massey-Omura Gauÿ period n k Massey-Omura Gauÿ period209 2 0.11 0.01 5199 2 1061.87 15.28398 2 0.64 0.04 5399 2 1183.07 16.65606 2 2.19 0.12 5598 2 1307.12 17.80803 2 4.56 0.20 5812 1 947.32 7.161018 1 6.07 0.12 6005 2 1678.64 20.021199 2 14.73 0.50 6202 1 1142.87 7.951401 2 23.03 0.68 6396 1 1227.81 8.361601 2 34.11 0.98 6614 2 2080.97 25.271791 2 47.16 1.15 6802 1 1485.51 9.681996 1 41.21 0.56 7005 2 2644.03 27.422212 1 55.03 0.81 7205 2 2680.38 28.582406 2 108.17 3.12 7410 1 1930.91 11.082613 2 138.94 3.00 7602 1 1958.51 11.422802 1 107.77 1.30 7803 2 3344.95 33.283005 2 215.04 4.01 8003 2 3689.48 34.623202 1 159.40 1.72 8218 1 13.853401 2 314.63 5.10 8411 2 43.673603 2 375.25 5.54 8601 2 47.983802 1 258.59 2.38 8802 1 18.424002 1 303.90 2.52 9006 2 54.554211 2 601.99 8.34 9202 1 21.024401 2 678.34 10.33 9396 1 22.644602 1 471.36 4.37 9603 2 64.364806 2 845.78 13.00 9802 1 24.955002 1 580.68 5.38 9998 2 69.77Table 3.1: Comparison of the two exponentiation algorithms for normal basisrepresentation. The running time (in CPU se
onds on a SUN Spar
 ULTRA-IIi) is the average of 100 experiments for ea
h value of n. All normal elementsare generated by Gauÿ periods of type (n; k) with k 2 f1; 2g. Su
h normalelements are 
alled optimal.



Polynomial and normal bases for �nite �elds 17di�eren
e between both algorithms in theory and by experiments. In theorythe 
lassi
al multipli
ation is O(n3= logn). For kn < 20000 BiPolAr usesthe multipli
ation algorithm of Karatsuba & Ofman (1962) with M(kn) �27(kn)log2 3. For the Gauÿ periods involved this yields O(n2:59= logn).4. Final 
omparisonWe summarize the theoreti
al results of Se
tion 3 in Table 4.2. Using fast mul-tipli
ation withM(n) 2 O(n2 logn loglogn), the asymptoti
 behavior is roughlyquadrati
 for all representations ex
ept the matrix-based optimal normal basismultipli
ation à la Omura & Massey (1986) (Fa
t 3.1). We do not have a 
learwinner, but the latter is a loser.
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trinomialFigure 4.1: Graphi
al representation of the results for test Series Linear asgiven in Table 2.4 and Table 3.1.Table 4.3 gives the running times of a se
ond test Series Exp. Here we
hoose n near 2i for 10 � i � 16, plus some intermediate values for n, drivenby the 
ondition that an optimal normal basis exists. Ea
h entry is the averagetime for ten random 
hoi
es of the base � 2 F2n and exponent e 2 N�1 . Weomit the algorithm of Omura & Massey (1986) sin
e it is mu
h too slow. The
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kerrepresentation weights operationsmultipli
ation (
A) squaring (
Q) in F2polynomial basisrandom f(Cor. 2.1) 3M(n) +O(n) 2M(n) +O(n) O(n2 logn loglogn)mod. 
omp. 3M(n) +O(n) O(n1:688)sparse f�(Cor. 2.6) M(n) +O(n) 8n� 8 O(n2 loglogn)sedimentary fy(Cor. 2.11) M(n) +O( nlognM(logn)) O( nlog nM(logn)) O(n2 loglogn logloglogn)normal basismatrix TN z(Cor. 3.1) 4n2 � 2n 0 O(n3= logn)Gauÿ periodsx(Cor. 3.5) M(kn) +O(kn) 0 O(kn2 log k loglog kn)�assumes �2(n) � 5yassumes �2(n) 2 O(logn)zfor optimal normal basesxonly for some nTable 4.2: The weights and number of steps for exponentiation using di�erentrepresentations of F2n .basi
 result is that sparse polynomials, both trinomials and sedimentary ones,are best to build F2n . Gauÿ periods of type (n; 1) are a good alternative butthey exist only for fairly few values of n.Ning & Yin (2001) study algorithms for normal basis multipli
ation andgive timings for �elds with up to 575 bits. They mention polynomial bases,but do not 
ompare their results to that approa
h.5. Con
lusionWe have 
onsidered two ways of improving exponentiation algorithms in �-nite �elds: redu
ing the number of operations in Fqn and speeding up ea
hoperation. Both aspe
ts are presented in theory as well as by implementation.Our experiments show that it is worth while to work on a trade-o� for the
ost of qth powers and multipli
ations. Speeding up only one operation is notsu�
ient to a
hieve fast exponentiation, as shown by the high 
ost for multipli-
ation in software implementations of the Omura & Massey (1986) algorithm.Of 
ourse, it was originally designed for hardware, and it was only re
entlyfound how to use Karatsuba's method e�
iently in hardware (Grabbe et al.



Polynomial and normal bases for �nite �elds 19normal basis polynomial basisCor. 3.5 Fa
t 2.1 poly. rep. Cor. 2.11 Cor. 2.6Gauÿ rand. f Frobenius f = xn + h f = xn + xk + 1n k t/se
 t/se
 t/se
 t/se
 deg h n t/se
 k1018 1 0.12 0.88 0.91 0.16 10 1020 0.01 1351034 2 0.31 0.97 1.05 0.18 10 1034 0.01 752140 1 0.71 6.63 6.16 0.81 12 2140 0.08 2832141 2 1.79 6.85 5.99 0.81 6 2142 0.07 694211 2 8.23 38.17 40.23 3.47 12 4212 0.31 2434218 1 3.13 37.01 30.61 3.49 14 4218 0.31 2878292 1 14.57 195.10 137.00 17.72 12 8292 1.47 6378325 2 41.38 199.71 142.54 17.85 13 8324 1.54 114916679 2 269.42 1159.00 728.72 90.97 14 16679 8.10 669216692 1 76.61 1152.56 712.03 84.79 9 16692 8.11 211523898 1 188.86 3061.21 1717.91 202.09 11 23898 19.36 345923903 2 490.47 3036.22 1789.66 205.00 14 23903 19.39 289132075 2 901.09 5425.19 3031.90 385.18 1232076 1 339.49 5408.11 2930.06 383.56 15 32076 34.51 182543371 2 1756.39 11211.40 5784.43 915.43 16 43372 85.64 1109743396 1 830.10 11203.90 5761.00 921.28 17 43396 85.91 1075551251 2 2403.48 13587.40 7003.02 1207.40 14 51252 119.53 388751282 1 1131.75 13591.00 6983.55 1203.71 10 51282 119.54 266761709 2 3315.68 16751.10 8687.20 1750.20 17 61710 161.14 17361716 1 1545.99 16946.60 8621.95 1673.85 14 61716 161.66 27507Table 4.3: Exponentiation in F2n for test Series Exp. Bases and exponents are
hosen randomly. The times are averages for ten random experiments. Againthe 
hoi
e of n for trinomials (
olumn 8) di�ers if no irredu
ible trinomial ofdegree n (as given in 
olumn 1) exists over F2 .(2003)). Our results�in theory as well as by experiment�suggest to 
hooseas the data stru
ture representing the �nite �eld Fqn either sparse irredu
iblepolynomials or normal bases generated by optimal Gauÿ periods of type (n; 1)over Fq .Algorithms that bene�t from a spe
ial stru
ture of the q-ary representationof the exponent�whi
h o

urs, e.g., in inversion and primitivity testing�aredis
ussed in von zur Gathen & Nö
ker (2003).One question is left open in this paper: do there exist irredu
ible sparsepolynomials as 
laimed in Conje
tures 2.5 and 2.8?
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